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Abstract—Many works have been devoted to evaluating the
robustness of a classifier in the neighborhood of single points
of input data. Recently, in particular, probabilistic settings have
been considered, where robustness is defined in terms of random
perturbations of input data. In this paper, we consider robustness
on the entire input domain as opposed to single points of
input. For the first time, we provide formal guarantees on the
probability of robustness, given a random input and a random
perturbation, based only on sampling or in combination with
existing pointwise methods. We prove that the error becomes
arbitrarily small for enough input data. This is applicable to any
classification or regression model and any random input pertur-
bation. We then illustrate the resulting bounds and compare them
against the state of the art for models trained on the MNIST,
California Housing, and ImageNet datasets.

Index Terms—machine learning, regression, classification, neu-
ral networks, global robustness, verification, statistical testing

I. INTRODUCTION

Neural Networks have demonstrated unprecedented per-
formance for various tasks [1]–[3], yet they are susceptible
to adversarial perturbations [4], [5]. Several approaches for
assessing and mitigating this risk have been proposed [6]–
[9]. Previous work has, to a large degree, focused on formal
guarantees for worst-case robustness [10], [11]. In many cases
we are dealing with random input noise, generated by noisy
sensors for example and a worst-case approach is too strict.
Proving the absence of adversarial examples in large scale
applications is usually not feasible. It is, however, often
sufficient to have a guarantee, that the probability of non-
robustness is below a certain threshold. Therefore, probabilis-
tic notions of robustness are better suited in these scenarios
and corresponding methods have been developed [12], [13].
All of the aforementioned works, however, focus on assessing
robustness for single, specific inputs. When faced with the
problem of certifying safety of a neural network based method,
e.g., an object classifier in a self-driving car, robustness has
to be assessed on the entire set of possible inputs. Few works
have considered this notion of global robustness [14]. For the
first time, we provide formal guarantees on the probability of
global robustness. We propose two methods for doing so: the
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first one being based on sampling and the second one using
existing local methods and elevating provided guarantees to a
global level. The main ingredient for this is a statistical test.
Our method can be applied to any classification or regression
model. We demonstrate experimentally that compared to the
state of the art, our method provides greatly improved guaran-
tees holding with high probability. Furthermore, we illustrate
the strenghts of our methods by applying them to a ResNet
classifying ImageNet in a setting of perturbations such as rain,
that are of real-world significance.

To summarize, our key contributions are

• We give two novel formal definitions of global probabilis-
tic robustness that can be applied to arbitrary supervised
machine learning models, arbitrary random perturbations
and, in case of the second definition, to any method
providing pointwise guarantees.

• For the first time, we provide methods to derive formal
guarantees on the probability of global robustness.

• These methods can be applied to arbitrary supervised
machine learning problems and thus, hold for both clas-
sification and regression.

• They provide greatly improved guarantees compared to
the state of the art, holding with high probability.

• The error of the bounds converges to zero as the sample
size goes to infinity.

This paper is structured as follows: In Section II, we give
an overview of the state of the art in related areas of work.
In Section III, we give a definition for global probabilistic
robustness, derive a method based only on sampling and
prove the resulting bounds, as well as convergence of the
error to zero. In Section IV, we give another definition of
global probabilistic robustness that is suited to include existing
pointwise methods. We derive a method to provide robustness
bounds in this setting and again prove the resulting bounds,
as well as convergence of the error to zero. In Section V, we
focus on whether the binomial distribution, which results from
the methods introduced in Section III and IV, is computable
for large parameters. In Section VI, we compare our methods
to the state of the art and apply them to an example that is
relevant to real-world applications. This paper closes with a
discussion and an outlook on future work in Section VII.



II. RELATED WORK

a) Adversarial attacks beyond lp bounds: Initially, ad-
versarial examples have been considered as lp-bounded at-
tacks [9]). Among the most notable verification tools for this
setting are auto LiRPA, Marabou and ERAN [15]–[17]. Sub-
sequently, various other types of powerful adversarial attacks
have been created. These include semantic manipulations such
as rotation and translation [18], [19], color alteration [20],
renderer-based light and geometric transformation [21], para-
metric attribute alteration [22], and 3D scene parameters such
as camera positioning, sunlight location, global translation, and
rotation [23]. These manifold types of perturbations allow for
a more comprehensive understanding and assessment of the
notion of robustness against input perturbation.

b) Probabilistic robustness: Recently, some works have
taken into account the fact that in many cases probabilistic
notions of robustness arise more naturally than worst-case
notions, e.g., when dealing with noisy sensor data, and they
are important to consider in case of safety critical applications
[24]. Verification methods leveraging this notion have been
developed in [12], [13], [25]. In [26] a sophisticated sampling
method is combined with statistical tests to provide robustness
guarantees. These are all strictly pointwise methods, meaning
that they give guarantees only for single points of input data.
Our goal, however, is to consider robustness on the entire
input domain. In particular, in Section IV we will explore
how pointwise methods, being probabilistic or otherwise, can
be used to derive global bounds.

c) Global robustness: For a comprehensive robustness
analysis of a machine learning model it is important to shift
the perspective beyond local robustness. Few works, however,
have considered notions of global robustness. One of those is
[27]. In this work, formal guarantees are derived based on
‘repairing’ the model for non-robust areas. However, since
the definition of robustness is similar to Lipschitz continuity,
the approach is not well suited for classification models. The
reason is that a model with a small Lipschitz constant can
still not be robust, e.g., for input points for which the model
is not very certain, i.e., there are small differences between the
predicted probabilities of class labels. Probabilistic settings
cannot be handled with this approach. Also the model has
to be manipulated, which may lead to a decrease in accu-
racy. Another approach to verify global robustness works by
creating twin networks [28], [29]. It includes mixed-integer
linear programming and over-approximation. This method
suffers from the same limitations, using a definition similar
to Lipschitz continuity. The same goes for [30]–[32]. The
definition of global robustness given in [14] even considers
a probabilistic setting. Robustness is described in terms of
risk measures. While being easy to evaluate, it is much harder
to interpret any guarantee that might be derived for a risk
measure than an actual probability of robustness. Our work
provides two definitions of global robustness that are well
suited for classification and regression models. It captures
arbitrary randomness of the input and input perturbations.

Further, it requires no manipulation or modification of the
evaluated model.

III. FORMAL GUARANTEES BASED ON SAMPLING

To begin, we define our notion of global robustness. We
consider the general setting of a machine learning model
f : X → Y . In the case of f being, for example, a classifier,
Y might be a finite set. For regression, Y might be equal to
Rn. Let the input X : Ω → X of the model be a random
variable defined on the probability space (Ω,F , D), so the
probability of the input lying in a set M ⊂ X is D(X ∈M).
We consider a random perturbation function T : X → X
defined on the probability space (X ,G, T ), so the perturbed
input is given by T (X). For example, we could add random
noise δ to the input, yielding T (X) = X + δ. Or, we could
have a random brightness adjustment T (X) given that the
input X is an image, or any other random perturbation. Let
P := D ⊗ T denote the product measure of D and T .

Definition 1. A classifier model f is said to be globally robust
with probability ϵ if the following bound is satisfied:

P (f(X) ̸= f(T (X))) ≤ 1− ϵ .
The idea behind this definition is that we want to bound

the probability that the predicted class label changes due to
input perturbation, while both the input and the perturbation
are random. This is often the case in applications, e.g., when
dealing with noisy sensor data.

For regression, the property of the above definition becomes

P (∥f(X)− f(T (X))∥ > c) ≤ 1− ϵ

for a suitable norm and positive constant c. In the following,
we focus on the case of f being a classifier. All of the results,
however, apply to regression models as well.

For a given model f the goal is to find a real number ϵ as
large as possible so that f is globally robust with probability
ϵ. Therefore, we consider a random iid sample X1, . . . , Xn,
T1, . . . , Tn of input data and perturbations, respectively. De-
note p := P (f(X) ̸= f(T (X)) and the indicator function

1M (x) :=

{
1 x ∈M,

0 otherwise,

for any x, M . We then have

1{f(Xi )̸=f(Ti(Xi))} ∼ Ber(p)

for all i ∈ {1, . . . , n}, where Ber(p) denotes the Bernoulli
distribution with parameter p. These random variables are
independent, as Xi and Ti are considered iid. It follows that

S := 1{f(X1 )̸=f(T1(X1))} + . . .

+ 1{f(Xn )̸=f(Tn(Xn))} ∼ Bin(n, p) .

Now the idea is to use this random variable S to perform a
statistical test on the parameter p. The hypotheses are

H0 : p ≥ p0
HA : p < p0



Algorithm 1: Sampling method providing a global
robustness bound

Input: Classifier f , set of input samples input data,
random perturbation function pert, significance
level α, maximal distance of output to optimal
solution acc

Output: Optimal bound for probability of global
robustness p∗

1 pred← f(input data) // compute
predictions for original sample

2 pred pert← f(pert(input data)) // compute
predictions for perturbed sample

3 s← how many differ(pred,pred pert) // Count
number of perturbed samples where
classification changes

4 p∗ ← Bisection(s, α, acc, input data) // Call
Alg. 2

5 return p∗ // optimal bound approximation

for a given p0. Formally this means we split the set P of
possible probability measures on Ω×X in two sets

P0 = {Q ∈ P | Q(f(X) ̸= f(T (X))) ≥ p0} ,
PA = {Q ∈ P | Q(f(X) ̸= f(T (X))) < p0} .

The binomial distribution Bin(n, p) describes the proba-
bility of a certain number of ‘successes’ when performing
the same experiment independently n times, each having
a probability p of ‘success’. So when we observe a low
enough number of ‘successes’, we reject the Hypothesis
H0 : p ≥ p0. In our case ‘success’ means misclassification,
i.e., f(X) ̸= f(T (X)). Hence, we choose a set of the form
K = {0, 1, 2, . . . , k}, so that H0 is rejected if S ∈ K.
Denoting the test by ϕ, we formalize this as ϕ = 1K(S).

The probability of rejecting H0, even though it is true, is
naturally bounded by

sup
P∈P0

P (ϕ(S) = 1) = sup
P∈P0

P (S ≤ k)

= sup
p≥p0

Bin(n, p)([0, k])

= Bin(n, p0)([0, k]) .

The last equality follows from the fact that if the probability
of ‘success’ takes its minimum at p0, the probability of having
at most k ‘successes’ is maximized.

The p-value ψ of an observation s of S is therefore

ψ = sup
P∈P0

P (S ≤ s) = Bin(n, p0)([0, s]) .

In applications, we might want to choose a constraint of the
form ψ ≤ α, with α being a user-defined significance level,
and determine the smallest p0, for which HA can be accepted

Algorithm 2: Bisection
Input: Number of perturbed samples s, set of input

samples input data, significance level α,
maximal distance of output to optimal solution
acc

Output: Optimal probability value approximation p

1 lower ← 0 // lower bound of bisection
2 upper ← 1 // upper bound of bisection
3 n← length(input data) // input size
4 while upper− lower > acc do
5 m← (lower + upper)/2 // compute the

midpoint
6 if binomial cdf(s, n,m) > α then
7 lower← m // optimal p value lies

in [m, upper]
8 else
9 upper← m // optimal p value lies

in [lower, m]
10 end
11 end
12 return (lower + upper)/2

by this method, given an observation s. Formally, this can be
expressed as constrained optimization problem

min p0

s.t. ψ ≤ α .

Since ψ is monotonously decreasing as a function of p0, for
a given s, this optimization problem can be easily solved by
bisection. Denote its solution p∗.

Theorem 1. In the above setting f is globally robust with
probability p∗, i.e., the inequality

P (f(X) ̸= f(T (X))) < p∗

holds with a false positive error bound P (S ≤ s) ≤ α in any
case where p ≥ p∗ .

This theorem is one of the two main results of this work.
It means that we can accept

P (f(X) ̸= f(T (X))) < p∗ (1)

and the probability of being wrong is at most α. Or put in
other words, we accept the hypothesis of the inequality (1)
being true by means of a statistical test with significance level
α. The method for providing a robustness guarantee according
to Theorem 1 is summed up by Algorithm 1.

We conclude this section by showing convergence of the
result of our method to the true probability almost surely.

Theorem 2. Let p∗n be the result of Algorithm 1 for a sample
size of n. Then we have

lim
n→∞

p∗n = P (f(X) ̸= f(T (X)))

almost surely.



Proof. Let (xj)j∈N and (tj)j∈N be a sequence of iid inputs
and perturbations, respectively, and

sn := 1{f(x1 )̸=f(t1(x1))} + · · ·+ 1{f(xn) ̸=f(tn(xn))} .

According to the law of large numbers, we have sn
n → p =

P (f(x1) ̸= f(t1(x1)) almost surely. Now consider a random
variable Y ∼ Bin(n, q) and denote σ the standard deviation of
a Bernoulli distribution with parameter q. A binomial test for
the null hypothesis H0 : p ≥ q performed on the observation
sn for an arbitrary q > 0 has the p-value

P (Y ≤ sn) = P

(
Y − nq
σ
√
n
≤ sn − nq

σ
√
n

)
= P

(
Y − nq
σ
√
n
≤
√
n

sn
n − q√
q(1− q)︸ ︷︷ ︸

=: vn

)
.

According to the uniform convergence of the central limit
theorem we have∣∣∣∣P (

Y − nq
σ
√
n
≤ vn

)
− Φ(vn)︸ ︷︷ ︸

=: ϕn

∣∣∣∣→ 0 ,

where Φ is the cumulative distribution function of the standard
normal distribution. Now, since sn

n → p , we can see that for
every q > p we have ϕn → 0. This means for a parameter
q arbitrarily close to p with a large enough input sample,
the binomial test for q has an arbitrarily low p-value for sn.
Since Algorithm 1 finds the optimal parameter p∗n for a given
confidence level, it follows that p∗n → p.

IV. TWO-STAGE VERIFICATION

In this section, we are dealing with the question how to
use existing methods providing pointwise guarantees to elevate
these to a global level. Examples for pointwise methods are
[12], [13]. We consider a general setting, where the nature of
the guarantees provided by the underlying pointwise methods
can be deterministic or probabilistic. Let the model f : X → Y
and it’s input X be defined as in Section III. In order to specify
our notion of global robustness in this setting, we require the
following definition.

Definition 2. A robustness score is a function r : X → R.

A robustness score r can be the output of a method
providing rather vague estimates of robustness or formal
guarantees of deterministic or probabilistic nature. In any case
r assesses robustness only on single inputs x ∈ X . For a
better understanding, we give two examples. They involve
the concept of soundness. In the context of verification a
method is called sound, if the method certifying a property,
e.g., robustness, formally implies that the property holds.

Example 1. Consider a deterministic pointwise method for
assessing worst-case robustness. Denote by r it’s output.
Soundness can be expressed by

r(x) ≥ sup
y∈N(x)

1{f(x)̸=f(y)} ,

for any input x ∈ X and its neighborhood N(x). Here, r(x) =
0 implies that there is no adversarial example in N(x).

Example 2. In the case of a method that provides probabilistic
bounds, we could define soundness as

r(x) ≥ T (f(x) ̸= f(T (x))) ,

for all x ∈ X , T being a random perturbation, distributed
according to T .

In some of the experiments in Section VI we will see
methods satisfying the conditions of these examples. In this
setting, our definition of robustness is the following.

Definition 3. A model f is said to be globally robust with
probability ϵ, with respect to the robustness score r and
deviation level c, if the following bound is satisfied:

D(r(f(X)) > c) < 1− ϵ

Let a robustness score r and a critical deviation level c
be given. Now we aim to find an ϵ, as large as possible,
so that f is globally robust with probability ϵ, with respect
to the robustness score r and deviation level c. We start by
considering

E
[
1{r(f(X))>c}

]
= D(r(f(X)) > c) =: p .

Let X1, . . . , Xn be an iid input sample. Since we have

S := 1{r(f(X1))>c} + · · ·+ 1{r(f(Xn))>c} ∼ Bin(n, p) ,

as in Section III, we can use a binomial test. Analogously, for
a given observation s of S and a p-value boundary α we get
an optimal parameter p∗ such that we can statistically prove

D(r(f(X)) > c) = p < p∗

with a test ϕ having a false positive error bound

sup
D:p≥p∗

D(ϕ(S) = 1) < α . (2)

To conclude, the following theorem states the second main
result of this work.

Theorem 3. In the above setting the model f is globally robust
with probability p∗, with respect to r and c with a false positive
error bound given by Equation (2).

In case of the deterministic Example 1 with c = 0 the
resulting bound translates to

p = D(∃y ∈ N(X) : f(X) ̸= f(y)) < p∗.

In the probabilistic case of Example 2, we obtain

p = D(T (f(X) ̸= f(T (X))) < c) < p∗ .

Again, we sum up the introduced two-stage method in Al-
gorithm 3, which is similar to Algorithm 1 with the condition
f(X) ̸= f(T (X)) being replaced by r(f(X)) > c. Quite
similarly to the proof of Theorem 2, one can show that the
output converges to the true probability p.



Algorithm 3: Two-stage method providing a global
robustness bound

Input: Classifier f , set of input samples input data,
local robustness assessment method r, local
robustness threshold c, significance level α,
maximal distance of output to optimal solution
acc

Output: Optimal bound for probability of global
robustness p∗

1 s← 0
2 for d in input data do
3 if r(d) > c then
4 s← s+ 1 // count samples with

robustness score above
threshold

5 end
6 end
7 p∗ ← Bisection(s, α, acc, input data) // Call

Alg. 2
8 return p∗ // optimal bound approximation

V. CALCULATING THE BINOMIAL DISTRIBUTION

In many applications we might encounter large sample
sizes and small probabilities. For instance, in safety-critical
applications like self-driving cars or aerospace it is common
to have probabilities in the order of 10−7–10−4 [33]. For
Algorithm 1 the question arises whether computing the cu-
mulative distribution function (cdf) FBin(n,p0) of the binomial
distribution in Python using the package SciPy is feasible for
the given parameters.

As an example of a realistic parameter setting, we consider
a sample size of magnitude n = 105, a significance level of
α = 10−4 and s = 1, 000. Since we have

FBin(n,p0)(s) =

s∑
k=0

(
n

k

)
pk0(1− p0)n−k ,

we encounter terms such as n! = 105! and ps0 = 10−4000.
Using the central limit theorem and Stein’s method we

give two tests, that strongly suggest correctness of the SciPy
implementation of FBin(n,p0) .

a) Test based on central limit theorem.: Let (Xn)n∈N be
a sequence of iid Ber(p) distributed random variables. Define
Yn := X1 + · · ·+Xn. According to the central limit theorem
we have

P

(
Yn − np
σ
√
n
≤ s

)
→ Φ(s)

for all s ∈ R, σ =
√
p(1− p) being the standard deviation of

Xi, and Φ being the cdf of the standard Gaussian distribution.
On the other hand, it holds that

P

(
Yn − n · p
σ
√
n

≤ s
)

= P
(
Yn ≤ s · σ

√
n+ n · p

)
= FBin(n,p)

(
s · σ
√
n+ n · p

)
.

The Berry-Esseen Theorem provides the error bound for the
convergence∣∣FBin(n,p)

(
s · σ
√
n+ n · p

)
− Φ(s)

∣∣ ≤ M√
n

1− 2p(1− p)
σ

,

(3)
according to the central limit theorem, with M being a
universal constant satisfying M < 0.41 . Extensive numerical
experiments verify that the SciPy implementation of FBin(n,p)

satisfies this inequality. The results are provided in the Ap-
pendix.

b) Test based on Stein’s method.: An implication of
Stein’s method is

sup
A⊂N
|Bin(n, p)(A)− Pois(n · p)(A)| ≤ p (4)

for all n ∈ N and p > 0. Here, Pois(λ) denotes the
Poisson distribution with parameter λ. Extensive numerical
experiments again verify that the SciPy implementation of the
binomial distribution satisfies this inequality.

The successful evaluations should give us confidence that
the SciPy implementation is reasonably accurate.

VI. EXPERIMENTS

To compare our proposed methods to the state of the art,
we conducted two experiments. In our first experiment we
compare auto LiRPA, Marabou, and ERAN against the two-
stage method (cf. Section IV) being applied on top of these
methods. We selected these methods based on the following
two criteria. First, they have proven their performance repeat-
edly, e.g., in the annual VNN competition [34] and achieved
top performance. Second, their code is publicly available,
maintained, usable, and requires only one commercial license,
which is Gurobi for ERAN and Marabou. We utilize neural
network models trained on the California Housing1 (regres-
sion) and MNIST2 (classification) dataset. We aimed to apply
the two-stage method in a way that is most comparable to
other existing methods. To achieve this, we chose rather small
models with standard operations and compared the size of the
over-approximation sets provided by the respective methods.
By using our two-stage method on top of other methods we
greatly reduced the size of the over-approximation sets and
improved the resulting bounds.

In our second experiment we intend to present the strengths
of our sampling method, which lie in providing global guar-
antees on classification labels for large models in a setting
of meaningful random perturbation. To do this, we apply the
sampling method to a ResNet50 trained on the ImageNet
dataset and evaluate its global robustness against meaningful
perturbations.

A. Evaluation of Two-Stage Method

We now describe the first experiment in detail. For a
neural network f the problem we consider is to determine
a set M that is a Cartesian product of intervals, such that

1https://keras.io/api/datasets/california housing
2https://keras.io/api/datasets/mnist
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(b) Improving ERAN bounds

Fig. 1: California Housing model

f(x)− f(y) ∈M for all x and y with an l∞ distance smaller
than a given number r. In other words we want to find a bound
on the output distance for a given input distance. For regression
models this can naturally be considered as global robustness
and for classification models it is a bound on the volatility of
the output vector underlying the classification decision. Our
methods can guarantee with high probability output difference
sets M that have a fraction of the size of the sets provided by
state of the art methods. The methods we use for comparison
natively support only local robustness queries. In order to
perform global verification on a neural network f , we encoded
f twice in parallel into a ‘twin-network’ g, similar to [31]. The
network g acts in the following way: g(x, ϵ) = f(x)−f(x+ϵ).
We achieved this mainly by giving the weight matrices of
g a block diagonal structure, with each block representing
the weight matrix of f . Now a global robustness query with
input l∞ distance ϵ can be translated into the following local
robustness query around zero: Define N := Z×[−ϵ, ϵ]d, where
Z is the input space, e.g., [0, 1]d, and d is the input dimension.
Find an over-approximation set M ⊃ g(0+N). This is because
g(N) = {f(x)− f(y) : ||x− y||l∞ < ϵ} .

The neural networks we use, were trained on the California
Housing and the MNIST dataset, respectively. They have
one hidden layer of 20 and 50 neurons, respectively, and
ReLU activation functions. As an optimizer we used Adam.
For MNIST we trained the network for six epochs with a
learning rate of 10−3. The classification accuracy is 97%.
For California Housing we normalized the input data, used an
80/20 training/test split, trained for 100 epochs, and achieved
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(b) Improving ERAN bounds

Fig. 2: MNIST model

a test mean squared error of 0.31. For auto LiRPA the entire
respective test sets were used, for ERAN a uniformly random
subset of 500 inputs was selected from each dataset to make
the computation time feasible. The significance level was
α = 10−5 and the accuracy was acc = 10−5.

During the course of our experiments, we found Marabou
to be infeasible for the problem we considered. A single query
for the MNIST model did not terminate within three days and
many queries would have been required. For a small model
with a single hidden layer of 10 neurons trained for MNIST,
Marabou gave a guarantee that does not hold. For an input l∞-
radius of 0.015 Marabou gave the guarantee that the output
differences are smaller than 10−5. A counterexample, however,
had an output difference of 1.52, showing that the provided
guarantees can be incorrect. Although Reluplex is described
as suitable for our experiment [31] and Marabou is described
as building on top of Reluplex [16], for the aforementioned
reasons, we do not consider Marabou in the following. The
computations involving ERAN took a few hours, whereas the
auto LiRPA part of the experiment terminated within matter
of minutes. So the improvement of the bounds comes at a
manageable cost for ERAN and rather cheap for auto LiRPA
in terms of computation time.

Let us turn to Figures 1 and 2. We determined two out-
put difference sets MLiRPA and MERAN using the methods
auto LiRPA and ERAN, respectively. For input l∞-radii from
0.001 to 0.5 and a given positive constant c the figures show
the guaranteed probability that f(x)−f(y) ∈ 1

cM as provided
by our method, for all x, y satisfying ||x − y||l∞ < r. In



Fig. 3: Examples of ImageNet image perturbations. First row:
mud, second row: Gaussian noise, third row: rain, fourth row:
random obstruction.

other words, Figures 1 and 2 show the guaranteed probability
with which the two-stage method improves the bounds from
the other methods by a factor of c. As we can see, for
the Figures 1 and 2 the smaller the input radius, the higher
is the probability with which our method can guarantee an
improvement. We hypothesize that the original bound is a
rather rough estimate and that our bound can better capture
the intricacies of individual input regions by sampling them.
For a very large noise instead, hardly any input is recognizable
and therefore no improvement can be expected.

B. Evaluation of Sampling Method

With our second experiment we try to demonstrate the
strengths of our sampling method in a use case that is relevant
for many real-world applications. While most common classi-
fication models such as ResNet, VGG, DenseNet, MobileNet,
or EfficientNet contain operations like, for example, max
pooling with different kernel size and stride that are not
supported by state of the art verification tools, our sampling
based method is compatible with any model, since it relies
solely on sampling. For the same reason it can handle large
models efficiently. Another advantage of our method is that
besides lp-perturbations, it can deal with meaningful ran-
dom perturbations such as rain or mud on the camera lens,
sensor noise, or random occlusion. Therefore, we consider
a ResNet50 model pretrained on the ImageNet dataset and
evaluate its robustness with regard to the aforementioned
perturbations. We used Albumentations as an implementation
of the perturbations. As a classifier we used a ResNet50,
which we imported from Torchvision including pretrained
weights. As the dataset we used the ImageNet validation set.
All experiments were conducted on an Nvidia A100 GPU.

Figure 3 shows the progression of each perturbation from
slightly corrupted to barely recognizable. Let us consider the
example of the mud perturbation. Every image is perturbed
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Fig. 4: Sampling method, ImageNet

in a way that represents a random splatter of mud on a
the camera lens, with little mud for low intensity and a lot
for high intensity. Figure 4a shows the probability that the
classification label of the ResNet50 does not change when a
random image is taken from the same distribution as ImageNet
and mud is randomly splattered on the camera lens. Figures 4b
to 4d show the robustness evaluation for all other considered
perturbations. These guarantees could be used for real-world
safety evaluations.

In all experiments, we make the assumption that the test
sets are iid samples from the input distribution. Theorem 2
implies that in order to tighten the bounds further, one needs
larger samples.

It is worth mentioning that an advantage of our method and
the notion of robustness we are considering is that we can use
unlabeled data for sampling since our definition of robustness
involves only changes of the predicted labels, not the ground
truth.

VII. DISCUSSION AND FUTURE WORK

We proposed two notions for global probabilistic robustness
of arbitrary supervised machine learning models and two
methods for providing corresponding guarantees. Both meth-
ods can deal with all sorts of random perturbations on the input
data and work with arbitrary models. The advantages of the
two-stage approach lie in its flexibility to include any desired
kind of robustness by building on top of a corresponding
local method. It is therefore applicable to a large variety
of robustness problems. The sampling method, on the other
hand, is easily compatible with all sorts of large machine
learning models and it can deal with semantically meaningful
perturbations.

Future work might address two questions. The first one
is, having a novel measure of global robustness, how can



training procedures be modified to improve global robustness.
The second open question is, how the provided methods can
be further improved to tighten the resulting bounds, perhaps
including more knowledge of the structure of the underlying
machine learning model.

APPENDIX

We performed the test based on the Berry-Esseen bound for
n ∈ {106, 107} and s in the range from 0 to n with a stepsize
of n · 10−4. For p we chose two ranges. First we set p in the
range from 0.05 to 0.95 with a step size from 0.05 and then
p in the range from 10−5 to 0.05 with a step size of 5 · 10−5.
There were no violations of the Berry-Esseen bound (3) or
the bound derived from Stein’s method (4) for all specified
parameters.
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